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Context

• Big Data ! datasets with large amount of data  

• Big Data Analytics ! use advanced analytic 
techniques and algorithms against these datasets 

• Individuals provide Personally Identifiable 
Information (PII)  ! privacy concerns
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Context

• Approach for protecting data privacy based on 
anonymization policies – PRIVAaaS 

• Discusses PRIVAaaS integration in the 
LEMONADE 

• LEMONADE (Live Environment for Mining of 
Non-trivial Amount of Data from Everywhere) - 
web-based platform for data analytics
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PRIVAaaS

• Set of tools to protect sensible information 
processed by data analytics 

• Based on anonymization techniques and policies 

• Free, open source, developed in Java 

• Implements generalization, suppression, 
masking (replacement) and encryption.

4



Regina Moraes       International Workshop On Assured Cloud Computing And QoS Aware Big Data - May, 2017

PRIVAaaS
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PRIVAaaS

• Example of anonymization
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LEMONADE 
Live Environment for Mining of Non-trivial Amount of Data from Everywhere

• Interoperable, scalable and open platform for 
data analytics  

• Users can drag and drop operations and data 
sources to compose different ETL processes and 
Machine Learning Workflows 

• Runs on Spark, while providing resource 
allocation and QoS in a cloud-based system
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LEMONADE - Architecture
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LEMONADE
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Web-based 
user Interface
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LEMONADE
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Operations’ 
metadata
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LEMONADE
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Data sources’ 
metadata
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LEMONADE
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Receives workflow 
execution requests 
and places them in a 
queue
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LEMONADE
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Executable 
code
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LEMONADE
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PRIVAaaS integration on LEMONADE

• Enforcement of anonymization policies ! data 
visualization is performed with privacy 
protection. 

• Protect sensible information while deals with 
data utility, keeping it at the highest possible 
level 

• Divided into three levels, which model different 
aspects of the anonymization problem
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PRIVAaaS integration on LEMONADE
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PRIVAaaS integration on LEMONADE

• Control statistical 
disclosure of data 
analytics algorithms  

• Three scenarios 

• Reduce                     
re-identification
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Conclusions

• PRIVAaas is a 3-level integration approach 

▫ supports not only the privacy of native input data 

▫ supports also the privacy of output data generated 
by the operations 

▫ uses anonymization models prior to data 
visualization

18



Regina Moraes       International Workshop On Assured Cloud Computing And QoS Aware Big Data - May, 2017

Conclusions

• Use of anonymization polices allows: 

▫ data source owners to establish their own 
guidelines 

▫ applying conjunctive/disjunctive processes, 
preserving the data utility 

▫ enforcement guarantees that the rules established 
by data source owners will be respected
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Conclusions

• Provide guarantees not only to data sources, but 
also to the operations and their outputs 

• Go beyond static elements, but also on their 
dynamic behavior 

• Implementation may raise issues that have not 
been addressed in the literature 
▫ disruptive platform  
▫ data analytics applications to an unprecedented level 

of service
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